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Snake Oil competition

Ï Prestigious competition for new craptographic schemes

Ï Very serious effort, professional-looking website
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Snake Oil competition

http://snakeoil.cr.yp.to/

http://snakeoil.cr.yp.to/
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How traditional SPN ciphers are designed

Ï Alternate substitution and permutation (linear) layers

Ï Substitution is easy

Ï Permutation is hard!! Needs advanced maths (linear algebra)
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Our novel (patent-pending) approach

Ï Do without the permutation/linear layer

Ï We call this SN (substitution network)

Ï ⇒ Much simpler, more efficient, very elegant!
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The flexible Coffee family

1 Select S-box size

2 Select #S-boxes per block

3 Common block sizes are supported: 1, 2, 33, 89, 666
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Narrow trail strategy

Ï At least one active S-box at every round

Ï Use as many rounds as S-boxes! (Or maybe more? I don’t
really know‽)

Ï Still very fast because the round function is simple
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About so-called ‘Coffee break’

Ï Many presentations title ‘Coffee break’ at various conferences
(including this one!!)

Ï Never included in the proceedings!

Ï My theory: disinformation campaign by NSA/GCHQ/DGSE

Ï Why? They are probably afraid that Coffee would be adopted

Ï Why? Because it’s so damn good!!
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About so-called ‘Coffee break’

At FSE 2014
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About so-called ‘Coffee break’

At ASIACRYPT 2014
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Conclusion

Ï More details to follow in the full version

Ï Positive third-party analysis welcome!

Ï Contact me for a quotation if you want to use Coffee (I can
give you a good price in ZWR)
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Thanks for you attention!


